T ThiEel boo i I

Frgai as of D3/13/3004

Service Level Agreement (SLA)
Between
The Unemployment Insurance Agency (UIA)
and

The Department of Information Technology

DhralioRD A et
Fromn March 1, 2004 To: February 28, 2005

Signed for and on behalf of: Signed for and on behalf of:
Drepariment of Infermation Tachnology Linemplayment Insurance fgenay

DEbmJ'FgE; . Sharon Bommarito .
signature XA M0 fe Signamm;gﬁa??lf%@s;

Client Services Director Unemployment Insurance Dircctor

Signed for and on behalf of: :
Department of Information Technology '

i Teri Takai




Table of Contents

GENERAL

1.0  Purpose and Objective
20 Scope

3.0 SLA Roles and Responsibilities

4.0 Contact Information

5.0 SLA Problem Management and Escalation
6.0 SLA Document Change Process

7.0  Maintenance and Distribution of Agreement
80 Billing and Invoicing

9.0 Audit Clause

10.0 Service Reviews

AGENCY SUPPORT SERVICES

1.0  New Systems Development
2.0 Application Maintenance and Support

CRITICAL APPLICATIONS
DISTRIBUTED PROCESSING OPERATIONS

1.0 Cverview
2.0 DPD Services
3.0 DPQ Monthly Cosls

IT PROCUREMENT

1.0 Overview

2.0  Contract Management Services
3.0 Procurement Services

SECURITY SERVICES

1.0 Security Services Overview

20 Scope

3.0  Security Services

4.0  Disaster Recovery Services Overview
50 Scope

6.0 Disaster Recovery Servicgs

wmam o o

11
12
12

13
13
14

16
17
17
20
20
20



ENTERPRISE APPLICATION SERVICES

1.0 Overview
2.0 Development and Enhancement Services
3.0 Michigan.gov

DESKTOP SERVICES
14 Ovarview

2.0 Roles and Responsibiliies
3.0 Help Desk

CENTER FOR GEOGRAPHIC INFORMATION {CGI)

1.0  Overview
20 Services
3.0 Project Management

DATA CENTER OPERATIONS

1.0  Overview
20 Data and Application Hosting

TELECOMMUNICATIONS

1.0 Overview
2.0 Service Levels

APPENDIX A: Critical Applications

23
23
24

26
26
26

27
27
28

30
30

30
31

32



1.0

2.0

30

GENERAL

Purpose and Objective

This Service Level Agreement {(SLA) has been jointly created by UlA and
the Department of Information Technology (DIT) to detail the conditions and

expectations of our two crganizations regarding the delivery of information
technology services.

We believe this SLA will help us express our expectations of each other,
manage our respective workloads, communicate more effectively and
quickly resoive any service problems that may arise. This document can be
viewed as a building block that will contribute to a long-term relationship.
Accordingly, no changes will be made to this document without the

agreement of both erganizations. This document will remain in effect until
axplicitly replaced or terminated.

Scope

DIT will provide the following services at all UIA locations. These services
include  application development and maintenance, helpdesk services,
voice, deskiop and field services, compuiing services, data and network
conneclivity services, disaster recovery and business resumption services,
information technology and consulting services, procurement and contract
management. These services do nof extend to home office site visits.

SLA Rales and Responsibilities

DIT shall:

» Be responsible for providing the resources and skills to deliver the
agreed-to services identified in the SLA.

= Communicate the methodology for pricing and the process for
collecting fees and payments.

« {rganize, facilitate and attend meetings in order to meet service
objeciives and business demands.

« Commit to teamwork and conflict resclution.

= Ensure the needs and concerns of the UlA are represented.

UlA shalk:



4.0

5.0

6.0

» Assign an individual as the UIA SLA Manager.
« Commit to teamwork and conflict resolution.

« Communicate all issues and problems io DIT following the problem
management and escalation procedures outlined in this document
and its associated attachments.

 Communicate with DIT to ensure that DIT is adequately informed
about WA needs, requirements and business directions. The
Agency must communicate with DIT immediately if there are
changes in program direction. New initiatives must be
communicated to DIT so that adeguate preparation and

procurement fime is available to implement new or enhanced
SErYICES.

¢ Include appropriate DIT Information Officer in IT strategic planning
aciivilies.

Contact Information:

The Information Officer will be the primary representative from DBIT
managing and ensuring scrvice delivery as identified in the SILLA.

Jim Hogan, 373-6702, Hoganj@michigan.gov

Sandra Damesworth has been identified as the UIA’s SLA Manager and
will be the primary representative for UlA

Heip Desk (1-800-968-2644)
The DIT Help Desk is available 7:30 — 7:30, during normal State operating

business days. This Help Desk is the point of contact for UIA service
requests and problems.

SLA Problem Management and Escalation

It is anticipated that the services provided by DIT will be acceptable to the
UlA. In the event that the UlA is dissatisfied with the services provided,
the LA S1LA manager should contact the BIT 10, The 10 will resolve with
iIssue to the UlA's salisfaction.  If a mutual resofution can not be reached,

the issue will be slevated to the Director of the Depariment of information
Technology.

SLA Document Change Process
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Changes tc this agreement may be negofiated based on changing
business or service needs or significant varances from service
cammitments. Reguests can be submitted to the Information Officer or
the UiA's SLA Manager, and they will negotiate the changes. The

changes must be agreed to by the Directors, or {heir designees, of both
grganizations.

Maintenance and Distribution of the Agreement

The DIT Infarmation Officer is responsible for maintaining this Agreement

and ensuring that changes have been incorporated when appropriate prior
to distributions of new versions.

Distribution of copies within the UIA organization is the responsibilily of the
UIA SILA Manager.

Billing and Invoicing

The Department of Information Technalogy services charges will be based
on actual costs, which are deemed fully allowable and appropristely
assigned or allocated to respeciive DIT services as required by OMB
Circular A-87. DIT is in a transition period. As a service provider fo State
of Michigan agencies, the ultimate direction is to move to a fully-rated cost
recovery model. Noted below are cost treatments and charge-back
methodologies for DIT services for FY 2003. A manthly billing statement

and spending plan projections will be clectronically submitted to the UIA
every month.

DIT Cost & Cost Recovery Treatments FY 2003

Direct Charges: The UIA will be charged for costs directly associated
with 1he delivery of IT services. Examples include: direct agency assigned
staff and agency specific procurement. 1In somg instances there are staff
who are working for multiple agencies in a non-rated service. Program
managers will provide work distributions based on time reporting data for
staff in these roles. Staffing costs will be charged to the UIA based on
distribution percentages. DIT will continue io maintain time slatistics.
Time statistics will be distributed to each Agency on 2 monthly basis, or as
agreed upon by the Agency and DIT.

Program Administration (PA) Program Administration (which includes
divisional, sectional and team administration) expenditures are costs
incurred by program management in the delivery of IT services. An
example of such cost is the Director of Agency Services. Costs incured
by the Director of Agency Services will be allocated 1o the Uis as a
funclion of Agency Services' direct salaries charged by Agency. PA will
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be allecated to the first-line staff through step-down allocations based on
salary doliars.

Enterprise Administration (E&). Enterprise Administration expendituras
are costs incurred by the enterprise in overall delivery of IT services io the
State of Michigan. EA includes costs such as DIT Director, Security and
Disaster Recovery, Research and Management Services. EA will be
allocated as a function of total expenditures and will be applied to ali DIT
pregram services expenditures (including existing raled services areas) as
well as {0 agency-specific procurement expenditures. EA allocations will
be net of appropriated funding made available to support “Enterprise”
expenditures. While EA will be initialty distributed as a function of total
expenditures, it is anticipated that in future years some EA expenditures

may be allocated and charged to agencies on a functional basis rather
than by dollars expended.

Rated Services: The UIA will continue to be charged for Rated Services
such as Telecom data and voice networks, Data Center, Project
Management and Center for Geographic Information Services. etc. Rated
services are charged based on usage for the specific service per
published rate schedules.

Desktop Services: Desklop Services costs will ultimately be recovered
through a rated structure. Initially, however desktop costs will be allocated
io the UIA based on relative percentage of desktops. Where required, AR
Remedy statistics may be used io aid the UIA in further distribuiion of
desklop costs. (Note: Specific desklop purchases will be charged directly
to the UlA and not allocated.). The UIA will be given a spreadsheet
identifying total PC count. An appeal mechanism will be in place for the
UIA to contest and correct actual numbers.

Distributed Processing {DP): Distributed Processing services {local
networks, servers, email, mainframe operations productions support, etc.}
will be charged to the UIA based on direcl assignment of staff. DP

program adminisiration will be allocated to first-line workers via step-down
function based on salary dollars.

Enterprise Portal Costs: Enterprise Portal costs will be allocated 1o the

UlA based on a weighted-average of content pages and page views for
internet costs.

Rent. DIT recognizes thal there may be instances during transtion where
DIT staff who are servicing multiple agencies may be housed with an area
that heretofore had been dedicated to a single agency. DIT will
recommend a method for equitable aliocation and “true-up” of these costs.
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DIT will recommend a method for equitable allocation and “true-up® of
these costs for treatment beginning with the FY04 billing cycie.

Annual Recongiliation: DIT will conduct an annual reconciliation of
charges, or “true-up.” This will involve a comparison of billed charges to
the actual costs of providing those services. DIT may elect to refund any
difference to customers through a final adjustment to billings. However, if
differences are within reascnable levels, they may be carried forward as

adjustments io future year's charges or rates as provided in OMB Circular
A-B7.

Meetings: DIT fiscal staff, in coordination with the UIA's Information
Officer, will meet on a regular basis with UIA staff i0 review DIT invoices
(invoices typically presented on a monthly basis) and identify and resolve

any billing adjustments, omissions and related issues that may be
identified.

Spending Plan: DIT fiscal staff will prepare and distribute a spending
plan each month that annualizes expenditures, yearto-date, against the
Agency IDG. DIT fiscal siaff, in coordination with the UIA’s Information
Officer, will meet on a regular basis with UIA staff io review the spending

plan, identify funding shortages, and joinlly prepare an action plan to
spend within available rescurces.

Audit Clause

As panrt of this SLA, the UIA and DIT agree to this audit clause which
provides that books, documents, data, accounting procedures and
practices, programs, projects, information systems, or any other items of
the service provided, deemed relevant to the SLA by UIA and DIT, are
subject to examination by the appropriate UIA and DIT representatives.
The UIA and DIT will, and will cause its subcontractors and suppliers to,
provide to the UIA and DT {and internai and extemal audilors, inspectors,
regulators and other representatives that the LHA and DIT may designate
from time to time) access al reasonable hours to the UIA and DIT
personnel, to the facilities at or from which services are ihen being
provided and to the UIA and DIT records and other periinent information,
all to the extent relevant to the services and UIA DIT's ohligation. Such
access will be provided for the purpose of performing audits and
inspections. The UIA and DIT will provide any reasonable assistance
requested by either party or their designee in conducting any such audit,
including installing and operating audit software.

Foliowing an audit, the UIA and DIT will conduct an exit conference with
UlA and DIT representatives. The UIA and DIT will meet to review each
audit report promptly after the issuance thereof and the UIA and DIT will
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respond to each audit report in writing within thirty {30% days from receipt
of such report, unless a shorter response time is specified in such report.
The UIA and DIT will develop and agree upon an action plan io promptly
address and resclve any deficiencies, concems, andfor recommendations
in such audit report and the UIA and DIT will undertake rernedial action in
accordance with such action plan and the dates specified therein.

Service Reviews

Quarterly (or as needed) reviews will be conducted with the UlA's SLA
Manager 1o assess service effectiveness, address service problems, and
evaluate service delivery in light of business necds and available

resources. Particular attention wili be paid to notable deviations from
commitments.

As a basis for the review, the Information Officer and UIA SLA Manager
will collaborate in collecting, analyzing and reporting service data
associated with the SLA. A report describing project slaluses, issues
addressed, decisions made and actions taken will be published within five
{5) days of the review meeting.

This review will also inciude advice from DIT on technelogy opticns that
have beccme available that could improve the overall level of service. This

review will als¢ be an opportunity to identify improvements in
performance.

AGENCY SUPPORT SERVICES

New Systems Development

Application development requests will be submitted through the process

developed by the UIA and the |0. Agency responsibilities will minimally
include:

Development of the Project Feasibility document, which shall describe the
general business problem being solved. This document must include
Agency aulhorized signaturcs and funding source. Prior to proceeding
with the project, the Agency shall be responsible for developing the project
charter, with assistance from DIT. This docurnent must identify:

+ Project scope.
# DIT and Agency Roles and responsibilities.
# Project management and prgject ownership.



2.0

Where DIT resource (staffing) conflicts exist, the Agency must re-priaritize
current projects and current maintenance efforts to accommodate new
system development,

Application Maintenance and Support

Application Development and Maintenance Services include the foliowing:

Major Enhancement: involves significant new requirements, but
does not alter the overall makeup of an existing scluiicn. This may
entail adding, changing or deleting functions for the existing
solution. Major enhancements will usually cause an impact to the
business, organization or architecture and may reguire significant
cost, effort, and time to camplete. Examples may include migration
to a new application platiorm, adding new interfaces, or re-
designing a database.

Minor Enhancements: involves adding new requirements against
an existing solution, but have minimal impact on the business,
arganization, or architecture. Examples may include updates to
data tables, updating a field on an HTML view, or updating a
module that was originally changed via an emergency fix.

Maintenance sub-divided as follows:

Corrective Maintenance: includes work that is initially spawned by
a problem incident report and is generally referred to as a "fix.”
Involves changes mads to application code in support of new or
changed system software, Cost and effort are relativaly low. This

wiork may be initiated to provide a complete fix after an emergency
fix was performed.

Emergency Fix: defined as the occurrence of a problem that must
be addressed immediately, such as the disruption of a system or
application.

Urgent — life and death situations.

High — public impact, significantly impacts a large
number of users, or inability to mest deadlings
for statutory payments.

Modium —  all other situations that have impact on users.

Perfective Maintenance: involves work that is initiated in order 1o
avert foreseeable problems, improve performance, quality,
reliability, efficiency, usability, or maintainability of an installed
solution. Examples may be new reports or changes to existing
reports.




DIT will be responsible for on-going sysiem maintenance, unless
otherwise outsourced to a vendor, for the duration of this agreement.
Should system maintenance cbligations impact the delivery of new
systems, or resources not be available within the existing staffing

structure, the Agency will be responsible for pricntizing maintenance
efforts.

Specific timeframes and change control procedures for UlA systems will
be detailed in the ‘Problem Management’ documents being jointly
developed by the UIA and DIT. The scope of that effort includes
stakeholder nobice, call list, Problem severity defined, trouble ficket
management and call escalation.

CRITICAL APPLICATIONS

The following applications are considered critical to the agency:

Online Beneﬁts and Benefits batch procassing — This processing runs on
the IBEM mainframe system located in Boulder, CO. These are COBOL
and CICS/COBOL pregrams using IMS Data Bases.

Unempioyment Insurance Check Printing - file is FTPed to the
consolidated print cenler.

MARVIN -- This is the benefit IVR certification system. This system MUST

be available Monday through Friday 7 AM fo 7 PM, regardless of Slate
Holidays.

Oniine Tax and Tax batch processing — This procassing runs on the IBM
mainframe system located in Boulder, CO. These are COBOL and
CICS/COBOL programs using |[MS Data Bases.

IEVYS Onlineg and IEVS baich processing -- This processing runs on the
IEM mainframe syslem located in Boulder, CO. These are COBOL and
CICSICOBOL programs using IMS Data Bases.

TFAS Online and TFAS batch processing — This processing runs on the

IBM mainframe system located in Bouider, CO. These are COBOL and
CICS/COBOL programs using IMS Data Bascs.

Refereg — This processing runs on the IBM mainframe system located in

Boulder, CO. These are COBOL and CICS/CCBOL programs using IMS
Data Bases.

WOTC — Oracle server based system
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DPQ services are typically provided on a 5 X 12 basis; however, the Agency has
the option to extend coverage via an on-call service,

DPQ also offers mainframe job scheduling, operations and data entry services.

2.0 DPO Services

DPO provides the following types of services to Agencies:

| Facilities Management i Metwork Management |
Server Procurement Job Seheduling/Exccution
Server Software Installabion _| Maintenance Agreements (SW & HW)
| AssetfConfiguration Management | Server { HW Capacity Planning
Server Installation!Setup _ Senvice Request Managemeanl
Server Backup/Recovery Software Problem ManagementPatch
o Process
Server Documentation Frinl Services .
Server Secunly _ Dperations Metrics/Utilization
L _ Reporting _ |
User Profile Management ) Applicalion Server Support
Performance Tuning i Server Software Distribulion
Server Monitoring and Corrective . Change Control N
Action o _
Performance Tuning Software Version Control |
Server Moniloting and Comective .
| Action . §

3.0 DPO Monthly Costs

DPC charges for FY03 are costs directly associated with the delivery of
the services listed above. These charges include three lypes of costs:
Fayrcl, Program Administration, and Support Costs.

= Payroll consists of actual payroll charges for the pay periods
ending during the invoice month. DPO staff is charged to an

agency as dedicated to the agency, allocaled io the agency, or
hased on a time distribution.

» Dedicated: Costs of DPD employses working full-time for a
single agency.

e Allocated: Costs of supervisors and managers are
aliocated based on salary costs of employees in their
reporling organization.
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Board of Review — This processing runs on the IBM mainframe system
iocated in Boulder, CO. These are COBOL programs using IM3 Data
Bases.

Advocacy — Oracle server based system
IEVS Web — Oracle server based system

Employer Filed Claims ~ Files sent to a server and processed through the

mainframe. This system is cumently processing large layoffs for the big
five.

Infernet Filed Claims {|IFC) — Oracle server based system

Telephane filed claim (TFC) — Cracle server based system, additionally
this system uses IVR (AVAYA) cquipment to process benefit claim
applications.

CEDA -- Oracic server based system

Filenet — Oracle based workflow and imaging system being implemented
within the three remote initial claims centers.

Websphere/MQ — server and mainframe based systems that allow for

near reat time updates of the mainframe system from the IFC and TFC
systems.

10172 — Qracle server based system - Employers filing wage information

IBM Infoprint — Printing systems located at the BWUC's warehouse
printing forms and reperiing using products called Cpus and Elixir.

" The onling systems running on the Boulder mainframe are accessed

through 3270-emulation software, HOD (Host On Demand) The IBM
mainframe is connacted to the state network via VYendor Net.

DISTRIBUTED PROCESSING OPERATIONS

Overview

The Distributed Processing Operations (DPO) Division within the Department of
Informnation Technology is responsible for the planning, design, engineering and
operations of all local area networks for the State of Michigan. DPO also offers
server and application hosting services, e-mail service, file and print services,
operating system support, maintenance support, software and hardware

technalogy refrashment services in a varety of different {acilities in a distributed
environmaent,



» Time Distribution: Some DPO employees provide services
to multiple agencies. For these employees, their costs are
distributed as a percentage or time worked for each agency.

+ Program Administration (PA) expenditures are costs incurred
by program management in the delivery of DPO services. An
example of such cost is the Director of Distributed Processing
Operations. Costs incurred by the Director of Distributed
Processing Operations are allocaled to agencies as a function
of Agency Services' direct salaries.

+ Support costs arc expenditures such as travel, telephones,
pagers, copier rental, office supplies, and other CSZ2&M retated
to ihe staff in the DPO organization.

E. T PROCUREMENT

1.0 Overview

Conlract & Procurement Services provides agency-specific and enterprise-wide
procurement and confract management services for 1T commodities and
services. MAIN processing  aclivilies, wvendor interaction, and State

approvalfreporting reguirements are handled by Contract & Procurement
Services.

2.0 Contract Management Services

Contract Managemenl Services is responsible for processing all T related
contractual service requests, and ensures that the services provided meet
contract specifications. In serving these IT nceds, DIT Contract Management
Services include the following:

* Assist Agency in developing, renewing, and re-bundling IT contracts.

= Work with Agency and project managers in identifying IT needs and
developing statcments of work.

* Coordinate with DMB to determine most appropriate contracl vehicle io
obtain services.

*  Develop contract language for RFP, iTB, and Sole Source contracts,

=  Work with UIA procurement and personnel staff to obtain Department
of Civil Service approval, via C5-138, if needed.
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= Participate in pre-bid mestings, oral presentations, and joint evaluation
committee process and vendor selection.

* Review contractor's detailed work plan to insure it will result in meeting
the objectives and tasks stated in the contract.

= Act as liaison between Agency and Contractor in order to insure
mutual understanding of the respeclive roles and responsibilities of the
contracior and the Agency.

* Prepare contract portfolic and status reports to share wih
management staff regarding contract management and activity.

= Monitor contracts with existing vendors and make recommendations
an extensions and renewais using uniform analysis.

= Manage contract change requests.

= Monitor financial data for each contract {0 ensure that confract is on
budget.

= Monilor all contract activity o ensure compliance with contractual
abligations with DIT strategic direciion.

= Leverage resources and create cost savings by establishing contracts
using a best-practice, best-price, and best-value mindset.

= Prompte proactive management of the IT contract portfolio through
valucd partnership and foster an enterprse-wide parspective.

=  Coordinaie funding approvals.

= Adhere io Executive Directives/Execulive Orders, DIT and Agency-
specific requirements in processing |T contractual service requests.

» Process approved agency contractual service requests in a timely and
efficient manner.,

Procurement Services

The Procurement Services Section performs all MAIN-refated funciions for
IT procurements. These include reguisitions, purchase orders, change
orders, receivers, and cancellations. DIT Procurement Services will issue
Agency-specific procurement requisitions in a designated MAIN Adpics
department number and route those documents for view and approval by
the Agency, based on approval path information provided by the Agency.
DIT Procurcment Services will notify end users of request status
throughout the procurement.

DIT Procurement Services covers the purchase of all non-delegated IT
commodities and services for Slale agencies.

1



in serving the IT procurement needs of the Agency, DIT Procurement
Services will:

= Adhere to Agency-specified approval requirements for [T purchases;

* Provide a variety of methods for Agencies to request deskiop
commodities, including telephone requests, e-mail, fax, ID-mail requests;

+« Process approved Agency procurement requests through appropriate DIT
approvers in a timely and efficient manner;

« Check published on-hand stock status for items that can be redeployed
free of charge before procuring new items using Agency funds;

+« Procure commaoditias that meel published enterprise standards;

« Llse a variety of procurement methods, including the MAIN sy=tem and

procurament cards, to purchase items at the most favorable cost and
valug:

+« Noftify the Agency of procurement request status;

« [N reguested, use Agency-specific coding in selected fields of MAIN coding
blocks 1o assist the Agency in reconciling ils monthly invoice;

+« Establish and maintain a MAIN Adpics depardment approval path to route
Agency-speciiic purchases for approval and viewing by Agency staff;

s FPerform the receiving function for commodily purchases;

= Adhere 1o State Executive Direclives and instructional memoranda
regarding the approval, processing, and reporting of IT commodities;

« Expedite orders as quickly as administralively possible for urgent Agency
requests;

« Cpordinate procurement efforts with those of DIT Infrastructure Services,

Agency Services, and Administrative Services 1o streamling receint,
delivery, and billing for commodities;

+ Provide proecurement contact names and instructional media 1o Agency
staff regarding DIT procurement methods.  If requeasted, mast with and
train Agency staff on DIT procurement processes,
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» Work cooperatively with DIT Infrastructure Services io maintain wamranty

and maintenance agreements for software and hardware serving the
Agency;

= Strive o lower Agency cosis for licensing and maintenance purchases by
sombining procurements for volume discounts:

« Process assigned invoices in a timely manner and work proactively with
DMB Accounts Payable staff to ensure timely, accurate payment of vendar
INvoIces.

The Agency will be responsible to:

= Enter Account Code (AC3) information into requisitions in the approval
path, if the Agency chooses to request AC3 coding for its IT purchases;

» For IT deskiop commodity purchases, supply information identifving the
end user's name, phone number, and physical location to assist in
notification, delivery, instaliatinn, and inventory tracking;

» Provide Agency-specific Adpics department number and level number for
inclusion in the DIT approval path;

« Provide DIT Procurement with current information on Agency-designated
approvers for DIT-G015 documents and Help Desk Procurement requests;

» Indicate whether funding for each procurement request is inciuded in the
IDG;

= Comply with the requirements of the EUCN freeze on  deskiop
commodiiies by providing a business casze for any desktop commodity
request that includes sorne portion of general fund monies.

Charges to the Agency for Procuremeant Staff will be based on the percentage of
transactions processed for the Agency by its designaled procurement liaison(s)
and related percentage of the supervisar and overhead costs. Remedy statistics
may be used t¢ calculate number of transaclions processead for the Agency.

F. SECURITY SERVICES

1.0 Security Services Overview



Security Services cover the development, maintenance, implementation, and
enforcement of security-relaied policies and procedures for State Government IT
TES0LICES.

It also includes incident management, monitoring, and interaction with non-State
of Michigan security enlities to insure that the State’s IT infrastructure is safe
from entities outside Stale Government as well as within State Government.

2.0

3.0

Scope

Development of securty-related policy and procedures.

Coordination, implementation, and enforcement of all related security
policies.

Maonitoring of security processes.

Security Services

Security Awareness and Assessment

Essential Base Services:

Development of Securty Guidelines and Standards

. Development of guidelines and standards to meet state and federal

securty obligations and necds.

. Coordination of DIT Security agreement pracesses with agencies.
. Provide security-related teols, such as training material, etc.

. Research new security technologies and make recommendations for new

Processes,

Premium Services:

Coordination of Security with agencies, including awareness promation:
Work with agencies to promote security awareness.

Enterprise Risk Assessment: Conduct enterprise-wide Rapid Risk
Assessment.

3. Assessment & Management of Application Risk:
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A Assessment of application risk: Assist agencies in evaluating
degree of security-related risk.

B. Development of mitigation plans: Provide assistance {o
customers toward development of mitigation plans to address
identified risks.

Passive Monitoring of IT Security Environment

Essential Base Service:

Monitoring of State Firewalls

1. Provide oversight responsibility for the security of the State's
infrastructure.

2. Provide final approval on firewall rule changes in accordance with State
Standards and guidelines.

Frovide Security Alert Services

1. Monitor, evaluate and publish industry security events and vulnerabilities
o Agencies.

2. Provide netwoark infrusion detection.

3. Maonitor security breaches and provide information to agencies as
warranted.

Hardware Security Scanning Services

1. Coordinale scanning of systems within SO for possible vulnerabilities.
2. Provide recornmendations to resolve known vulnerabifities.

Virus Protection

1. Coordination of virus prolection, detection and suppression at the PC,
scrver and network level.

General Sccurity Monitering

1. Provide reports to agencies on security violations as well as policy
infraclions.
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2. Provide |DS services on DIT supported platforms.

3.

Coordinating application of federal security programs, such as
Homeland Secunity (focused on “all threats™ approach).

Active Monitoring of IT Security Environment

Essential Base Service;

Perform [T Risk Assessment Services

1.

3.

Perform risk assessment of DIT infrastructure facilities in accordance
with State poiicy and standards.

Ferform on-demand risk assessment service, as needed within DIT for
new or changing infrastructure facilities.

Document nisk assessments for management review and response.

Audits of Access Privileges

1.

3.

Audit access codes and usage on platforms within DIT based on
Security policies and standards.

Provide information for coordination with customers on customer access
rights and privileges.

Assist  cusiomers  with  agency audits relating to 0T

plalforms/applications. This assistance may involve IRS audits, Auditor
General audits, etc.

Premium Services:

1.

4.

resources to assist in determining level of risk for intrusion, firewall
protection and make recommendations on remediation strategies.

User Monitoring - On-demand monitaring of users. In  specific

circumstances, it may be necessary to monitar specific users to address
suspected illicit or fraudulent use of IT resources.

Healih Informaticn Porlability Protection Act (HIPPA)} - Ensure
compliance with HIPPA regulations.

Securty Accreditation of Computer Systems - Facilitate securily
accreditation and cerificalion of computer systems.

A



5. Eormal Security Training / Awareness.

6. Homeland Security Incident Coordination Issues/fResponse.

Coordination of Physical Security for DIT Facilities

Essential Base Service:

1. Provide oversighl responsibility for the security of the State's physical 1T
infrastructure.

4.0 Disaster Recovery Services Overview

The Disaster Recovery and Ernergency Management Services addresses DIT's

responsibiiity regarding planning, developing and executing disaster recovery
capabilities.

These services also address offering assistance to the agency toward development
of their business resumption plan responsibility. DIT can leverage its disasler
recovery planning expertise to provide assistance to its plans and processes. While
both the developmenl and execution of business resumption is clearly an agency
responsibiiity, DIT will assist custormers in dealing with this responsibility.

50 Scope

- Assist in the creation of disaster recovery plans and processes and
creation and maintenance of a disaster recovery hardware environment.

- Bring hardware and systems back online in the event of a disaster for
critical application infrastructure,

- Assist toward development of business resumption plans and
pProcesses.

6.0 Disaster Recovery Services

Development and Maintenance of Disaster Recovery Plan

Essential Base Service:

processes, creation of a disaster recovery plan covering:



1. Maintenance of existing disaster recovery plans.

2. Distribution of the disaster recovery plan.

Premium Services:

A Development of Disaster Recovery Plans - For crtical business and DIT
processes, creation of a disaster recovery plan covering:

1. Development of disaster recovery plans  specific to each
platiorm/process.

2. Dhistnbution of the disaster recovery plan.

Testing of Disaster Recovery Plan

Essential Base Service:

Testing of Disaster Recovery Plan - Coordination of testing process with DIT
infrasiructure support and customer as required. This includes:

1. Tesling of applicaticns, network availability and output.

2. Ensuring thal adequate Disaster Recovery iesting is accomplished o
meet customers’ business requirements.

Premium Services:

A "Table-Top" Testing - Panel review of Disaster Recovery Plan to verify plan
validity (content, infermation, sequence, elc.).

B. Simulation Testing - Full-biown simulation of Disaster Recovery Plan
execution to venfy validity, completeness and eflecliveness.

Execution of Disaster Recovery Plan

Essential Base Service: None.

Prentium Services:

A_ Declaration of an EMERGENCY - Based on cuslomer need and
circumstance, DIT is responsible for the declaration of an emergency.




1. Provides ‘over and above' normal business response for the specific
systems ar applications for which the emergency has been declared.

2. Escalation to 7 X 24 coverage from on-call individuals.

B. Declaration of a DISASTER - Based on customer need and circumstance,

DIT is responsible for the declaration of a disaster. Examples of Disasters {for
the UIA are as follows:

» TFC down for more than 4 hours

» Network connectivity ¢ and between the RIC Centers
+ MARVIN down for more than 4 hours

= Filenet down for more than 2 days

s CEDA down for more than 2 days

C. Execution of Disaster Recovery Plans and Processes - Camy out efforts
necessary to implement a Disaster Recovery effort based on the
requirements defined in the Disaster Recovery plan to ensure that the DIT
Services meets predefined Agency Business Resumption Process
requirements (may include the desktop, telecom, and distnbuted server
environments). Currently, disaster recovery plans exist and are tested yearly
for the mainframe bascd application systems. DCO performs nightly and
weekly backups of server based applications and databases. These backups
are stored offsite and would be restored in the event of a disaster. Additional

server famms exist in separate locations in case the disaster desiroys the
servers themselves.

1. Re-eslablishment of infrastructure regquired to support business
resumplion.

2. Re-establishment of data access.

Assistance toward Development of Business Resumption Plans and
Processes

Essential Base Service:

+ Assisfance to agencies toward development of their business resumption
plans and processes.

+ Coordination of business resumption planning process with DIT
Infrastructure support, Agency Services and Customer as regquired.
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Ensure that all infrastructure issues identified in the Business Resumption
Process as being criical are involved in the development process (may
include the desktop, telecom, and distribuled server environments).

Other Disaster Recovery Services

Essential Base Service:

All other disaster recovery and assistance toward development of business
resumption processes.

1.0

2.0

ENTERPRISE APPLICATION SERVICES

Overview

Enterprise Application Services provides application development and
support for lechnical applications and services impacting several agencies

and the enlerprise (all agencies), including Human Resource Management
Network {HRMNM), DCDS, ADPICS, RSTARS, Michigan.gov, e-stores,
Vignette, and Senior Project Management.

Development and Enhancement Services

Development and enhancement services to the Human Resource
Management and Finance applications including HRMN and DCDS are
prioritized by the Civil Service Depariment. MAIN {ADPICS and RSTARS)
services are prioritized by the Office of Financial Managemaeant.

New Development projects and enhancements to enterprise or multiple
agency solutions including Michigan.gov applications arg provided upon
request by agencizs.

Billing and Funding
HEMN and DCDS are funded by the Civil Service Department; MAIN is
funded by the Office of Financial Management of the Department of

Management and Budget. Development and enhancement services are

billed based on the scope of work requested and funding available by the
requesting agency.

The billing rate will be an hourly rate for stafl based on expertise:

» Project Manager
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« Jr. Project Manager/Special Projects Lead
« 5Sr. Technical Analyst
=  Analyst/fCMA Specialist

Obtaining Services

HERMN and DCDS are funded and preritized by the Civil Service
Department.

MAIN (ADPICS and RSTARS) services are funded and prioritized by the
Office of Financial Management.

A Memorandum of Understanding identifying the rates, work to be
performed, responsibilities and funding source and approval will be
developed and signed by the Information Officer, the Director of Enterprise
Application Services or designee, and the Requestor for each project.

Michigan.gov

The Michigan.gov portal group provides hosting services including the
production server environment and support at a 88.8% availability, and a
test server, licenses ang suppaort.

Support Services for Michigan.gov include:

Formal training and expertise in Vignette o all end users.

Technical expertise in Vignette, Surfaid and Inktomi for all technical
resgurces.

Graphical User Interface Michigan.goy Standard support (banner and
graphics).

State of Michigan wcb application monitoring and review for consistency in
secunty, prvacy, look and feel, usability.

Routine and on-request statistical reports.

Web uscr inteface design expertise and support of the user interface lock
and feel of tha portal.

Vignette Application maintenance and small enhancements.

Maintain the contact Michigan e-mail box and either answer the e-mails ar
redirgct them io the agency or office that can bast reply {o the guery.

Support Governor's Execulive Office and Communication Division  with
angoing support for the Michigan.gov home page.

Billing and Funding:
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Michigan.gov Portal charges must support entirely the cost of the production and
test hosiing environments {now &8% of the cost) and the support services staff
(now 12% of the cost). Tolal estimated annual expenses for the Michigan.gov
portal is $4,081,000 distributed as follows:

Production and test hosting charges:  $3,586,000
Suppart Sernvices Staff: $ 495000

Total estimated charges far UIA for Ociober 1, 2003 through September 30, 26004
is $127,740.00 {based on December 2003 costs of $10,645)

Agency charges are based on two factors - each weighted at 50%. These
factors will be reviewed and adjusted annually:

« Conlent Count in Michigan.gov Database on 10/25/02 are representative
of the cost of those servers, redundancy and suppor and the Vignette
application.

» Page Views {end user fraffic) 9/1/02 through 9/30/02 are representative of
the cost of servers and support for Michigan.gov response lime,
avaitability and redundancy.

Charges are not based on the number of websites per agency, the number of
authors, editors or publishers, the number of fraining ar support services.

Obtaining Services:

Entemprise Application Services supports Michigan.gov customers in severa)
differant ways:

= Content Management Administrator Training 'is provided on a regular
schedule or, if needed, spccial training can be coordinated to ensure that
agencies have personnel capable of maintaining the agencies’ web sites
with cumrent information.  Training can be scheduled by going fo
hittpr: A3 .michigan.gov/emichigan clicking on CMA and then Training.

« Assislance on CMA problems.

= Reguests for URL redirects.

« Mainlain the contact Michigan ¢-mail box and either answer the e-mails or
redirect them to the agency or office that can best reply 1o the query.

For assistance and any of these items, send a GroupWise e-mail to DIT-EAMS-
Web. For immediate assistance from 8:00 AM to 500 PM, you can page a CMA
expert by calling 341-0999 and leaving your phene number.



Senior Project Manaoer Services:

The Senior Project Manager is responsible for the successful on-time, within
budget and scaope, delivery of large ($5,000,000+), complex and strategic State
of Michigan projects. They are seasoned and experienced project managers
responsible for successful delivery along with providing mentoring and
development of Project Management as a discipline within the State of Michigan.

The billing rate for senior project managers is $95 per hour for fiscal year 2003.

Obtaining Servicas:

Contact your Information Officer or Terasa Douglass at 517-241-5779.

H. DESKTCP SERVICES

1.0 Overview

This section details the services associated with 1he availability of ‘ready-
to-use’ workstations, including standard or advanced workstations as weill
as associated peripherals, standard software & applications.

H also covers the activities required to ensure that the workstations,
peripherals, software & applications provided are properly supported
through their entire ifecycle.

20 Roles and Responsibilities
Desktop Services include:

= Availability of workstation & standard scftware, including standard
configuration, software and basic office productivity and Stale of
Michigan software and applications;

= Availability of non-stapdard software, in answer to specific agency,
posilion or in some case individual needs;

= Model Office service, which ensures that any new application, software
or hardware is 100% compatible with existing standards & equipment;

» Moves, Adds and Changes service, which deals with the installations,
moving and removal of workstations and peripherals;

»  Peripheral supporn, cover the on-site support for standard peripheral
eguipment,



= Wiosk suppor, similar to peripheral support but lailored specifically to the
kinsks used by the agencies to provide services across the state.

3.0 Help Desk

As its name implies, Help Desk & User Supporl Services essentially

provides a portal to all DIT-related service areas via an Enterprise and
Centralized Help Desk.

Help Desk & User Support Services cover the following:

» Singie poini of contact for any form of user support: {to obtain 'break &
fix’ suppor, to obtain information about DIT services, to procure new
services from DIT such as applications hasting, etc.);

= Tier 1 user suppart with a stated goal of resclving the majority of
support requests during the initial call (“on the spot™);

=  Tier 2 user support, when applicabie, by drawing on other DIT services
or Agency programs for final resolution of the issue.

. CENTER FOR GEOGRAPHIC INFORMATION (CGl}

1.0 Overview

The Center for Geographic Information {CGl) - CGl provides leadership,
technical expertise, and policy for the development, use, dissemination,
promotion and sharing of the state's geographic resources. Charges for CGl fall

into two (2) categornies: direct agency charges and services charged on an hourty
basis.

20 Services

Mew Developmeni projects and Enhancamenis lo enterprise or multiple agency
solutions are provided upon requesl by agencies. These services are hilled
based on the scope of work requested and funding available by the reguesting
agency. A Memorandurn of Understanding identifying the rates, work to be
performed, responsibiiities and funding source and approval will be deveioped
and signed by the Information Officar, the Director of the Center for (Geographic

Information, and the requesting agency. The billing rate will be an hourly rate for
staff as follows:

Senior Staff: $75 per hour
Junior Staff: $60 per hour
Support Staff: $35 per hour



Selected Services Include:

3.0

Internet Mapping Services

Thinking and working geographically provides the advantages of using
maps for decision support. Internst Mapping Services provide web tools
to create maps, inlegrate information, visualize scenarics, present
powerful ideas, and develop effective solutions. GIS on the Internet
provides a much more dynamic too! than a static map display. Web-
enabled GIS delivers interactive query capabilities such as

s wearching for specific site locations
Displaying and viewing multiple data sets
= Conducting queries for specialized analysis

Retricving specialized data services

The Center for Geographic Information provides web-specific data
development and management services targeting cartographic design and
map rendering technologies; Internel Mapping Application development
using pre-geveloped functionality or meeting new, agency-specific
requirements; and IMS hosting services that include G-IT hardware and
software maintenance with application versioning upgrades availabla.

Project Management

Geographic Information Technology (G-1T) encompasses an understanding of
spatial data, carfographic expertise, a specifically targeted family of software and
its supporting architecture. Since 80% of State government information has a
spatial component, the Center for Geographic Information offers agencies its G-
[T expertise for revicwing proposals containing a geographic component and

continuing project management services to ensure successful vendor delivery of
G-IT requirements.

G-T User Support

The Center for Geographic Information is committed to supporting and
enabling Geographic Information software and equipment users. Both
farmal and informal assistance and training is available for Geographic
Information off-the-shelf software, G-IT equipment such as GPS units, and
user training for developed applications. Carlography-related services
include custom mapping, development of bolh standard and custom
symbol sets, and standard mapping templates and layers. CGI also



provides GIS analysis services tailored to meet agency needs or assists
agencies in developing and implementing their cwn GIS analysis.

Spatial Data Management

The Center for Geographic Information realizes the growing need for
managing the ever-increasing volume of State geographic data and offers
services to develop data standards for geospatial metadata, \ocational
referencing {(examples include address, Public Land Survey System, linear
referencing systems, digital orthophotegraphy, Global Positioning Systems
[GPS] and cother referencing systems), and web portal standards for the
Michigan Geographic Data Library. Standards arc designed to leverage
data integration and sharng among State agencies. Assistance is
available for using, administering, and optimizing SDE {Spatial Data
Engine} for data loading, data access, and increased performance.

Modeling and design services provide yet another avenue to improve data
access and availability.

Froduct Development, Data Development and Data Inteqration

CGl provides the following services, including
1) Standard and custom map products;

2) Large-format printing for press conflerences, court exhibits, and
presentations,

3} Database queries and tabular report compilalion that reference
qgeospatial data;

4} Address {and other locational data} cleansing and address
matching/geocoding services;

5) Geospatial and related dafa conversion and migration;
§) Custom geographic data development;
7) Referencing system and map projection conversions; and

8) Two-way data integration between the Michigan Geographic
Framework and various business data sources.

CGI also coordinates digital imagery acguisition and development. The
Center for Geographic Information administers the State's gcograpghic
information web portal including maintenance of the Michigan Geographic



Data Library providing access io several State agency-sponsored
datasets.

Michigan Geographic Framework

CGl serves as administrator of the "Michigan Gecographic Framework”. The
Geagraphic Framewaork is a standardized infrastructure on which all GIS uscrs of
1:12,000 scale map data can build their applications. CGI serves state, regional,
county, and local government agencies, private businesses, and the gengral
public. GGl provides technical assistance and consuliation services to
Michigan's GIS user community.

Service Reguest Process

Contact your information Officer or Eric Swanson at 517-373-7910.

J. DATA CENTER OPERATIONS

1.0 QOverview

Data and Application Hosting is the ability to provide mainframefserver facilifies,

Operating System support, maintenance and operational monitoring of customer
data and applications.

2.0 Data and Application Hosting

Data and application hosting can be performed either in a contralized or
distributed environment, depending on the criticality of the data or
applications hosted:

» Centralized hosting in a 7x24x365 data conter is provided for data and
applications requiring high availability and/or a2 nced for disaster
recovery capabiliies. It can also be prefered when a sclected

application resides on a mainframe or server supported by the data
center.

K. TELECOMMUNICATIONS

1.0 Overview

Telecommunications involves traditional voice (telephony) and data network
backbone connectivity between State of Michigan work locations.



Voice Services addresses all services related to telephony, from basic office and
celiular telephony to the design and deployment of elaborate Interactive Voice
Response sysiems {[VR}, Enhanced Call Processing (ECP), or Call Centers.

The breadth of Voice Services offered depends directly on the degree of
involvement that DIT has in its delivery, i.e. whether or not the delivery facilities
are managed by DIT rather than by an externa! service provider.

20 Service Levels

This translates inio three {3) different levels in the breadth of Voice Services that
are available to cuslaomers:

= For most central locations, or locations with a strong concentration of
State of Michigan operations {specific buildings within the Lansing,
Saginaw, Grand Rapids and Detroit arsas), DIT manages the voice

installations and is accordingly able to offer its full breadth of Voice
Services.

= For other locations with significant population or concentration of
State of Michigan operations (specific buildings within Flint,
Jackson and Kalamazoo areas), DIT is able to offer a limited
breadih of Voice Services.

* For all other locations, the role of DIT is currently limifed 1o
negotiating agreements with service providers to deliver the
services on behalf of DIT.

Cata & Network Connectivity covers the connectivity of users to standard State of
Michigan data sources and applicaiions such as data center applications,
distributed applications and external pariners.

The Daia & Network Conneclivily Services are divided inte the following services:

« Connection of a local network to the State of Michigan "backbone,”

which provides all users of this ocal network with access to the
different data sources described above;

v Differenl remote conneciivity modes, through which users working
remotely are able to access their normal data resources;

= Different petwork senvices such as dedicated connectivity, connection
to external partners, etc.
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State of Michigan, Department of Information Technology (DIT)
Service Level Definitions

1. Client Service Center

Service Definition

The Client Service Center {50 is designed to be a clients initial point of contact for infarmation lechnology questions,
requests and problem resolution. Clients may contact the Client Service Center by phone, fax ar email al the following:

Phore at 241-9700 and 1-800-968-2644
Email at DITServicedmichigan.gov
FAX at 741-8439

Service Levels

The Cenler accepts calls M-F 7:30 am - 5 pm.  After hours urgent calls are transfered to the DIT Enterprise Help Desk.
Service Center representaltives are skilled in handling calls concerning

Broken or inoperabie deskiop equipment
Dicskiop software problems or questions
Telephone or network problems or queslions

Requesls for services provided by DIT, including procurement, installs, moves, adds or changes to desktops
Agency application probiems or guestions

The pricrity assigned to any given problem will be on g three-tier scale - Urgent, High, and Modium and Low

* URGENT Issue/ problem has potential to cause loss of life f risk of Injury
= HIGH Directly Aflecis (he Public or a large number of users arc down
«  MEDIUM Al other problems or service reguests with a deadline

w EOW All other problems or service reques! without 3 deadline

Performance Indicators

The Clienl Service Center will acknowledge, resolve or refer all requests received by phione, c-mail or fax within 15
minutes of iniial conlact. A resolved request would be ane Lhat the Client Service Center represcntative was able to
handle tc: the Client's salislaction. A referral would be a request thal the Client Service Center represcntative handed off
ta the 2" level support for resolution. The Client Service Center will be able to provide acknowledgement of a request try

re%pnndmg to the Client via e-mail when a remedy ticket was initiated and placed in work-in-progress status or referred to
2™ level supporl.

When 2" level support is required, acknowledgement to the clignl of the ticket will oceur within
15 minutes for Urgent priarily tickets
20 minutes for High priariby lickels
i) rminules for Medium priority tickets

Service Level Agreement -F.'.:;ge 1af 10 . 3:29:2004
Appendix #1 Draft
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-. Desktop Services

Service Definition
Desktnp services encompasses all aspects of maintaining and supporting the desktop PC, including

a  [Desktop f laptop hardware and software problems
«  Prinlers and other peripherats problems (for example, printers, DOMS, scanners, PDAs, external disk drives)

DIT purchases a standard set of deskiops/iaptops as defined in the State of Michigan's EUCHN contract. These syslems
come with 8 manufacturer’s on-sitc wamranty for three years,  Older eguipment such as AST's or MAC's thal are out of
warmanty is also supported by Deskiop Services. Al equipment Tailures are (0 be repotted o the Clienl Service Center
where they are tracked, diagnosed, and Torwarded to Field Services staff for repair and [ or replacement.

Service Levels

The DIT Desktop Services group provides support on all State of Michigan desklop and peripheral equipment. Support

tcams are strategically located throughout the Stale providing & x 8 coverage, accommodations Tor aller hours support
cun be made on &8 case-by-sase basis,

Perfarmance Indicatars

Repairfreplacememt of standard {currently Dell GX series) desktop [Naptop f printer [ peripheral hardware will be
complcted wathin 1 business day, if parts are required then 2 busimess days.

Slandard, software (Rich would like some indication of what constitutes "standard” to be written here] problems will be
resalved within 8 business hours.

IT staff will make every effort to repair non-standard equipment in a timely manner.

3. Office Installation, Move, Add and Change (IMAC)

Service Definition

As a normal process of the workplace, organizations respond to business fluctuations by changing staff levels and
relocating offices.

Desktop Mowves
T provides services 10 assisl in office relocations by moving deskdops, LAN drops and, in selected |locations,

telephones. While DIT will azsist in determining the electrical requirements for any proposed configuration, the client is
responsible for facilitating all electrical requirements.

Service Levels

DIT will coordinaie IMACS by assessing {he size and complexity of the request before determining how the request will be
processed. Generally, small IMACE can be completed in 2 — 4 business days. Larger IMACS that require coordination
with other agencies, new equipment to be purchased and/or involve large numbers of devices will necd o be incorporated
in to a project that includes a agreed upon project plan, for DT oversight and imely resalution. [BMAC requests will be
referred to the agency(s) involved for authorization before intialion. Aulhorisalion will be ablained fram the agency{s}
through the appropriate DIT Dedicaled Ghenl Specialisi.

Performance Indicators

It i= the agencies responsibility to coordinate and provide electrical requirements. Installation and moves of desklop
equipment:

= 2 business days for 1 5 units, onee the equipment is received
s 4 business gays for 6 — 10 unifs, once the equipment is received

« Client and DIT will develap a project plan for moves more than 10 units. The Strategic Project Office (SPOY will be
responsible for providing oversight for major projects.

service Lavel Agreement -#ége 2 of 10 4292004
Appendix #1 Draft



. Voice Services

Service Defimtion

DIT provides telephone service o approximately 20,000 employees in the Lansing, Detroil, Grand Rapids and Saginaw
office complexes. For clienis in ouflying areas and for services other than slandard telephone or voice mail services, DIT
has negotigied a statewide contract with several Local Exchange and Long Distance Carriers for phong services. The

Service contracts provided by these carriers are managed by the OIT Telecom group. These contracts are available for
AQENCY USE,

Service Levels

DIT Telecom managed veice telephone gervice is provided 7 x 24 x 365 without inferruplion. Service outages are a top
priomnty.

« Installation and moves of office telephone cquipment — State of Michigan previded service
5 husiness days far 1 — 5 units

10 busingss days for 6 — 10 units

Client and DIT will develop a project plan for more than 10 units. The SPO will be responsible far
providing owersight for major projects.

Local Exchange and Long Distance Carner services are provided according to the service levels within cach contract.

» Installation and moves of standard office telephone equipment — Vendor pravided service - according to contract
provisions

Performance Indicators
OIT Provided Service

» Voice service is available 99 .99%

»  Major interruptions {zuch as dial tone disruptions) will be repaired within 4 business hours.
= Minor problems (such as noisy cord or headscet} will be repaired within 1 busincss day.

“endor Frovided Service
IT will provide Yendor Management of S3C and work to ensure the terms of the contract are met.

5. Procurement & Administrative Services

Service Definition

DIT Coentracts and Procurement Services performs all 1T computer commodity & service procurcment for the State of
htichigan, negotiates all 1T related contraclual services, and ensures that the services provided meel contract
specifications. Many of the procurement activities are a component of other DIT Services.

Service Levels

OIT manages the cntire spectrum of 1T procurement, from standard deskiop acquisition through complex (TB {invitation to
bicl) solulions.

Performance Indicatars
Commodity desktop acquisitions
= Slandard, {on hand inventory) compleled in 2 business days

« Slandard, purchased required, 2 - 6 weeks (end-lo end, includes procurement, vendor, Depol and Field Services
time})

s«  Mon-Standard Acguisitions will be negotiated with appropriate vendors and completed in a timely manner.

ITB Process
»  Large prajecis (= $1 M. high risk) 12-18 months
v WMedium projects (250K — 531 M, mediurn rizk) 6-12 rmonths
Service Level Agreement Page 3 of 10 ADNZ004

Appendix #1 Drraft
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=  Small projects {S50K - 3250, low risk) 4- 6 months
Invoicing
o Dn Timne

s Discrepancy Resciulion within 30 days
6. Application Services

Service Definition

Agency Services is the liaison between the Department of Infarmalion Technology (DNT) and the individuat Executive
Branch agencics. This team is responsible for the development, modificalions, and enhancements of agency T
applications. The development of new applications and major modifications to existing application will be coordinated with
the agency by the Agency Services team. The Agency Scrvices Team will engage the Strategic Project Office for
assistance in managing major projecis that have been approved by an Agency for implementatian.

Agency Scrvice's Enterprise Application Services is respansible Tor enterprise applications, including HRMN, MAIN, and
Ihe stale web portal as well as middleware support and services for DIT. The development of new enterprise and/or
multiple agency applications and major modifications to cxisting enterprise applications will be coordingted with the
Enterprise Application Services team. The Enlerprise Application Services team will engage the Strateqgic Project Oflice
for assistance in managing major projects that have been approved by Agencies for implementation.

Service Levels
The: SFiraieqgic Project Office {SPO) will be responsible for providing oversight for projects that arc assigned to DIT. The

S5PO will provide periodic slalus repons as requested by the Agency Services Team ar when the project fails to meet the
required milestones or task timelrames.

arformance Indicators
.ne project will report on time, on Budget and within scope metrics based on Lhe projoct plan.

7. Data & Application System Availability

Service Definition

DIT Agency Services provides \he development and maintcnance of application systems on various lechnologics and
platforms. Currently, agency application suppart is pecformed by the samc staff that was performing that function prior to
the formation of DNT. This support siaff now reports to the DIT agency 10, The Clicnt Scrvice Center will accept calls for
application issucs and then forward those calls to the appropriate agency supporl slaff for resolution.

Agency application support and development will be the responsibility of the Agency 10 and the supporl stall. Sysiem
software and hardware support for mainframe and servers will be referred to Infrastructure Services far resolulion. Crata
Lerier Operations is responsible for the support of the mainframes and servers installed at the Secondary Complex Data
Eenler while Dislibuted Scrvices is responsibte for the support of servers hnused in dala centers outside of the
Secondary Complex Data Center,

Agency Service's Enterprise Application Service is responsible for cntorprise applications, including HRMN, BMAIN, and
the slute web portal as welt as middieware support and services for DIT.

Service Levels

Maintenance and support regquiremenis For & specific application will depend on the associated Agency’s need Tor
availability and access to that application’s functionality and data. Resciution times for reported problems and application
up-time will also be determined by the Agency's customer's required access and the assigned priority level for the
avaiiabilily of lhe application’s functions and data. Apptication avaitability will atso be dependent on the availability of the
application host, supporling network. desktop as well as other application dependencies such 35 a database.

Servicg Level Agreement Page 4 of 10 - 32H2004
Appendix #1 Draft



f
L)
Lo,

LR ARMLT ..
Lo = TRV

Application enhancements and new applications requesis will be assigned to the Agency Information Officer or Enterprise
Application Services for resolution.

Performance Indicators

The Agency's customer will determine when lhe application must be available. The availability of an application may be
reguired only during normal working haurs of Monday thru Friday from 8am to 5 pm or if the application provides critical

infarmation to it's users then it may need to available 7x24x365. DITwill engineer new applications to provide 89%
availahilily during thc time specified for the Agency.

8. Center for Geographic Information

Service Definition

The Michigan Center for Gengraphic Information {CG1) provides leadership, technical experlise and policy for the
devclopment, uze, dissemination, prometion and sharing of geographic information in the state of Michigan. The Center's
misgion will cnable state government to more effeclively and efficicritly scrve the citizens, businesses and ather

gevernmenls of the state in areas of public protection, homeland security, cconomic development, envirarinenkal
protection and lransportation.

Service Levels
The Center for Geographic Information wil respond o requests for services that CGl provides.

Performance Indicators
The project will report on time, on budget and within scope metrics based on the project plan.

9. Web Site Portal (Michigan.gov)

Service Definition

The State’s Internet services are coordinated lbrough a single portal, waww michigan.gov providing a single external face
io lhe web. Goals of Michigan. gov include

= Consistent web user interface {lonk and feel, usahility) across individual agency apptications and services
« Consislent sccurity and privacy policies

DIT provides hosting services for produciion and lest environments, support, and formal training in the michigan.gov tools,
Vinnetle, Surfaid, and Inkiomi.

Service Levels

The Michigan.gov portal is available 7 x 24 x 365, The c-Michigan Web Development group witl respond 1o requests for
SEMVICES.

Performanae Indicatars
CMT will maintain S9%, porlal availability,

Service Level Agreement Page 5 of 10 3125972004
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flient Service Level Reporting

DIT Service

CECEY. ey

Measurement Description

l Client Service Center

= First Call Resolution

o Mumber of Cases

» Cases cafegovized by fype; repair, scrvice roquest
and questicn.

‘Desktap Services

! Goal

I First call resolulion 70% of the time.

! Refurn to Service. When a client's request {repair,

raplace} was completed. This includes deskiap
hardware, peripharal equipment and softwarc.
=RepairReplace {Call Resolution)

Office Installation,
Move, Add and Change
{iIMAC)

Voice Services

Problem resolution within 1

business day, if paris needed hen
' 2 business days.

Deskiop IMAC, from request o time client is able to
access data.

Service Availability (Uplime]. The percentage of time
the service was available to the clienl. Scheduled
maintcnance is not included in this measurameanl.

Fefurn lo Service. When a client's request {repair,
replace] was completed.

Vonge IMAC, request through time client is able to
makefreceive calks,

Procurement &
Administrative Services

= 1 — 5 unils Desktop - 2 Business
Days,

= § — 10 units Desktop - 4
Business Days,

= =10 units will be treated a= a
project,

§9.99% for DIT provided voice
SOTVIGES.

Problem resolution lor DIT provided
woice services, within 1 business
day, if parts needed then 2

! busincss days.

For DLT pravided voice services;
+ 1 -5 units - 5 business

days

= B-10units - 10 business
days

+ =10 units will be treated as
a project.

Reguests Tor |T hardware, software or services.
= Standard Commedily Acguisitions on Hand
Inventory
»  Standard Commaodity Acguisitions
Invoicing:
= inwvoicing State Agencies fer DLT Services {3
waeks afller calendar menth end}
* Hesolution of Inveicing Discrepancies

Application Services
Data & ﬁpplicatiun
Systern Availability

| Web Site Portal
| {wwwwv. michigan.gov)

Tirme 10 progect agrecment and scope
definition.Project completian,

_ Transactional Systems Service Availability, The % of

time services were available to the client. Scheduled

maintenance is not included in this measurement.

= Service Availabiliity {Uplime). The percentage of
time the website was available to \he client,
Scheduled maintenance is not inchuded in this
ME2SUnemeTt.

= MNuenber of Hils, This s the number of times a client
wehsiie wias accessed.

" n Cortent Volume. This is the sire if the websile that

is used for billing purposes.

Service Level .ﬁgréé.fﬁént
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Problem Priority Categories

considered the highest
pricrity and are

. possible life-threatening
situation

Problerms will be
considered the second

situation where the public
s being directly impacted

considerad 1o be 2 "

'HIGH .
priority and refiect a "

in a negative way "

TeLHYL.To

{e.g.; Mainframe chiller unit, LMAN
Backbone)}

Al the direction of the Data Center
Operations, Telecomm, or Security
and Disaster Recovery Management
Diiractors.

Category ) Criteria Example
URGENT * Risk of Personal Injury or Loss of Life | =
! Problems will be = Critical Infrastructure Componenis -

Agency network down

Production mainframe down

Secunly system down eftecting a large
number of users

LEIN Interface ¢or sysiem down

Any outage or performance
degradation that directly affects the
public

Major operational hardware and
software or non-peripheral
equipment.

At the direction of the Drata Center
Cperations, Telecomm, or Security
and Disasier Recovery Management
Directors.

All probletns not mesting
the Urgent or High criteria !

third priority and reflect g

| no risk of personal injury,

being direclly effecled,

Service Level -AgrE:Ement
Appendix #1

MEDIUM .

will be assigned Medium | =
priority status; this default | ®
will be considered Lhe -
situation where there is "

Fand the public is not -

Metwerk outages or performance
degradaiion effccting users that are
not involved directly wilh the public
Internal e-mail izszuas

General how-to questions
Problcms/Issues with non-public
service baich jobs

Degradalion in response time
effeciing non-public applications
Password resets for users not
directty involved with the public

Branch office down

Internet down or severely degraded
One or more Customer lacation(s) down
'Cut Of Pubiic Business'

Cutages or performance degradation
eflecting availability of public services
Key Treasury Tunds transfor down
Severe degradation in responsc time
effecting public services

All Other Requesls

Page 7 of 10
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State of Michigan — Department of Information Technology (DIT)
6-Up Internal DIT Service Metrics — June 2003

CSC - First Call Resolution

# of Tickets

Jar-3

Mar-03

]
©
3
&
L=

e B ol Tickeds

—iv— Target

e ol 1st Call
Rrsnolution

iE3

Y & "
* * *
f: i
4
%
|
i
c T = -
= =
o L] ] W
L T 3 =
) o] ] ‘
1a G & =

-1 Avg Lengtn of
Calls fln
Mnutes )

—e— Targel

Desktop - Resolved Cases

200
o

200- ¢

150

1an

O# ot Desktop Repair
Callz

O# of Calls Resokvad
within # RBusiness
Uays

May D3

Apr-013

% of Abandoned Calls

Mar-03 E1% of Abandoned Calls
Feb-tid E
Jan 03 i
D 2 4 3] i1
CSC - Time to Answer
a0 )
35 i
o M- """H-._'// A :
2 -
= 25
o X -
@ 15 :
;ﬁ i . T—— A Tine 1o
5 - fnswoar {In
o o ) Seconds)
"c.? $ $ o =2 —4— Target Tmeto
= 4 5 s o Anse e [
- e = < = Seconds)
Voice Services Availibility
100
LN ? o —— ﬂ
L1 0
09.4 . N,
992 s \\
09
0938 R
53.6
53,4
5.2
BB o e e e e
Jan-03 Feh-03 Mar-03 Apr-(} May-03

—ipice S-Er'.l.fl'l:_E'.E_ﬂ'hfaﬂlT.:.l.lTl'fy {% Liptimng) e——Goal - 3

Mote — This is a SAMPLE Report; Metrics reflected are nol aclual Service Statislics.
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State of Michigan — Department of Information Technology (DIT)
Metrics — June 2003

Application Services

Goal — On Time/On Budget/Within Scope
Projects:
1. Project XYZ
Status — Bricfty explain project staius as it relates to schedule, budgel and scope.

Center for Geographic Information
Goal — On Time/On Budget/Within Scope

Projecis:
2. Projec Map Michigan

Status - Briafly explain project siatus a3 1t relales lo schedule, budget and scope.
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State of Michigan — Department of Information Technology {(DIT)
6-Up External DIT Service Metrics — June 2003

CS5C - First Call Resolution

Case Count by Case Type

o i . .. '.-:: o -__ - .‘ OTotal Cases
E o M FrTn# of Tickets T B R by Agency
2 s - . PECE K R a : ERepars
. o 1001 : Z Nk P
:: _ w3 —h— Target 1 OService
: SR Hl TN B Requests
" : s % i 151 Call El -ﬂl “ o euests
o m w m Fas plution Questions
i E Vo g “ “
[ = L =
585328 RS
Desktop - Resolved Cases Service Request On-Time Completion
250-
2
ua B O " ol Service
150- O#% of Deskiop Repair Reguesls
. Lalls Compleiod
100 - ) On Time
OF of Calls Resolved
50 within 7 Business ¥— larget
Lirays
- ¥E
gb(?' ——
Data & Application System Availability
100
99.8
886
rir i |
592 - !
9&9: ] - T i BSysiemn Avsilabilily
8] . O Gaal - %
4.4
987 —-. -
og . -_ .
Jan-03  Feb-lF Mar-03 Apr-0t3 May-03

Goal - % Jan 03 Feb-0% Mar-03 Ape-02 May-03

—— Vice Services Availibility (% Uptime)

Male  This i= a SAMPLE Report; Metrics reflecied are not actual Service Statistics.
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